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Multi-Layer Authorization

Services

Data and Objects
Cluster Resources 
and Applications
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Hadoop Ecosystem 
Enforcement Model

Apache Ranger, Apache Sentry
Apache Knox

Apache Hive, HDFS, Apache Storm, Apache Kafka, YARN
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AC Model: Hadoop View
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)
: NameNode, YARN ResourceManager

: access / communicate
: Files and Directories in HDFS

) : read, write, execute



AC Model: Ranger View
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) : Hive, HDFS, Kafka, HBase
: Files and Directories in HDFS; Tables, columns in Hive

) : read, write, execute, select, create
: PII, top-secret
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AC Model: Sentry View



AC Model: Consolidated View
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Proposed OT-RBAC Model
Object-Tagged RBAC
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Adding Attributes to OT-RBAC
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